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Abstract. A major problem in global supply chains is the lack of transparency caused by separated data systems, which leads to losses of
more than $500 billion a year. This paper examines blockchain as an emerging technology that improves transparency among stakeholders.
Using the BDT MBA Supply Chain Dataset 2024 from Kaggle and the IBM Food Trust example, the study quantifies the effect of
distributed ledgers on recall time and trust. The findings indicate that traceability became 480 times faster and consumer trust increased by
70%. Replacing trust-based systems with verification-based systems reduced paperwork time by 85%. Although blockchain is difficult to
implement, it helps to build secure, sustainable, and reliable global supply chains.
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I. INTRODUCTION

Contemporary supply chains involve many players with un-
equal access to information, a situation known as the princi-
pal-agent problem. Older centralized systems rely on sepa-
rate databases, and as a result 79% of companies lack ade-
quate visibility [1]. This creates opportunities for fraud, and
counterfeit goods cause an annual loss of about 180 billion
dollars [2]. Global political tensions and the COVID-19
pandemic have made these problems worse. Blockchain
technology, built on Merkle trees, uses cryptography to pro-
vide secure and unchangeable records [3], [4], and it re-
places trust with verification. Decentralized ledgers serve as
a single source of truth that all parties can view in real time.
This paper examines these benefits experimentally with
both simulated and real data and proposes a plan to support
adoption in complex supply networks.

II. LITERATURE REVIEW

Recent studies identify three important aspects of
blockchain-based supply chain management (SCM).

Data silos and isolation: Classic enterprise resource
planning (ERP) systems keep separate data systems that
must be reconciled by hand, which is slow and error-prone.

Blockchain can eliminate these silos and provide a single,
trusted record of data [5].

Layered system design: Layered architectures have been
proposed for blockchain-enabled supply chains [6]; a typi-
cal four-layer system comprises data input, network, smart
contracts, and applications. Such a system uses Internet of
Things (IoT) sensors to link physical goods to digital
records so that the origin of products can be monitored [7].

Adoption issues: Blockchain has strong technical advan-
tages, but adoption is slow because it is costly and poorly
understood by stakeholders [8].

Compared with traditional ERP-driven solutions and cen-
tralized security, a blockchain-enabled supply chain pro-
vides immutable records, distributed verification, and auto-
mated execution of smart contracts. It improves the trace-
ability, auditability, and trust of transactions, and it removes
the opportunities for data manipulation and the manual
reconciliation that are common in systems relying on
centralized databases.

III. METHODOLOGY

This paper presents a secondary analysis of the BDT MBA
Supply Chain Dataset 2024 from Kaggle [9]. The dataset
emulates IoT-based tracking of more than 1,000 nodes and
contains vibration, temperature, and resource usage data.
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The inputs are loaded into a Hyperledger Fabric system to
quantify the transparency factor 77, defined as
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where V; is the number of verified transactions, A; is the au-
ditability factor, and N is the number of participants. The
efficiency of the system E. is computed as
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where II is the transaction speed in transactions per second
(TPS), Ti4 is the latency, and A is the node density. An iso-

lation forest is used to detect anomalies and to identify risk
and fraud in smart contract activity.
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companies report high implementation cost as a problem.
The oracle problem is one limitation observed, although IoT
systems cut data entry errors by up to 90% (Fig. 3).
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Fig. 1. Performance comparison of the transaction systems.

Traceability improved the most. As Table 2 shows, trac-
ing a contamination problem usually takes about 7 days,
whereas with blockchain it takes 30 minutes. This 480-fold
improvement matters greatly for public health, particularly
in the food and pharmaceutical sectors (Fig. 2).

As Table 3 shows, the stakeholder analysis found that the
Consumer Trust Index (CTI) rose by 70.8%. Still, 72% of

47

m % Change
m Pre-Blockchain (0-10)

m Post-Blockchain (0-10)

Fig. 3. Stakeholder trust levels and adoption trends.

Table 4 shows the effect on fraud prevention and on eco-
nomic outcomes: the incidence of counterfeit goods de-
creased by 92%. Risk scoring predicted from smart contract
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data (precision 0.94) identifies and isolates suspicious prod-
ucts at an early stage (Fig. 4).

TaBLE 4. FRauD PREVENTION AND Economic IMpACT

Metric Baseline Post-blockchain  Improvement
Counterfeit incidence ~ 15% 1.20% 92.0% reduction
Unit transaction cost $0.37 $0.11 70.3% savings
Inventory spoofing 23% <2% 91.3% reduction

Fraud Prevention & Economic Impact

100%
80%
60%
40%
20%
00/0 -
) o
Q\>° Qo‘é’ 0((\
5 oQ
P 3

mmmm Counterfeit Incidence
mmmm Unit Transaction Cost

e [nventory Spoofing

Fig. 4. Effect of fraud reduction on economic outcomes.

To make the results more relevant to real-world use, they
were benchmarked against the results reported for the IBM
Food Trust ecosystem, where blockchain-based traceability
substantially reduced product recall time and improved sup-
ply chain visibility. The improvements in traceability and
transparency observed in this study are consistent with these
industry outcomes, which supports the practicality of the
proposed framework.

V. CoNncLUSION AND FUTURE DIRECTIONS

This paper shows that blockchain is an important system for
establishing trust in global supply chains. Decentralized
systems offer a scalable solution to transparency problems,
with a 480-fold increase in recall speed and a 92% decrease
in fraud. Blockchain remains underused because of the digi-
tal divide and high upfront costs. Still, it is a worthwhile al-
ternative, since 80% of cases reach payback within 18
months. Further studies are needed to link different
blockchain systems and to apply zero-knowledge proofs
(ZKPs) that improve privacy while retaining transparency.
Artificial intelligence should also be integrated with predic-
tive logistics to make supply chains increasingly automated
and self-adjusting.
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